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Purpose. This engineer regulation establishes policies, roles, responsibilities, and procedures 
for the U.S. Army Corps of Engineers to execute utility monitoring and control systems projects 
and portions of those projects. Projects may be associated with Military Construction; Support 
for Others; Sustainment, Renovation, and Modernization; or other programs executed by the 
U.S. Army Corps of Engineers. This regulation also outlines the roles, responsibilities, and 
mandatory services provided by the Utility Monitoring and Control Systems Mandatory Center of 
Expertise. 

Applicability. This regulation applies to all U.S. Army Corps of Engineers commands and to 
other Department of Defense agencies having design and/or construction responsibilities 
required to, or electing to, use Utility Monitoring and Control Systems Mandatory Center of 
Expertise services. The mandatory services defined in this regulation apply to all Civil Works 
and Military Programs projects including, but not limited to, Military Construction; Interagency 
and International Services; and Sustainment, Renovation, and Modernization. 

Distribution statement. Approved for public release; distribution is unlimited. 

Proponent and exception authority. The proponent of this regulation is the Headquarters, 
U.S. Army Corps of Engineers, Directorate of Engineering and Construction. The proponent has 
the authority to approve exceptions or waivers to this regulation that are consistent with 
controlling law and regulations. Only the proponent of a publication or form may modify it by 
officially revising or rescinding it.  
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Summary of Change  
 

ER 1110-1-8163 
Design and Construction Policy for Utility Monitoring and Control Systems  

This major revision, dated 24 August 2026: 

• Removes references to the “Utility Monitoring and Control Systems Program 
Management Plan,” as the language in the program management plan was 
obsolete and duplicative of this regulation. 

• Adds several sections directly from ER 1110-1-8174, Military Programs Control 
System Cybersecurity Mandatory Center of Expertise, using that regulation’s 
wording to replaced previously unclear language in this regulation. This change 
incorporates a degree of consistency across the two publications.  
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1. Purpose 

This engineer regulation establishes policies, roles, responsibilities, and procedures for 
the U.S. Army Corps of Engineers to execute utility monitoring and control systems 
projects and portions of those projects. Projects may be associated with Military 
Construction; Support for Other; Sustainment, Renovation, and Modernization; Civil 
Works; or other programs executed by the U.S. Army Corps of Engineers. This 
regulation also outlines the roles, responsibilities, and mandatory services provided by 
the Utility Monitoring and Control Systems Mandatory Center of Expertise. 

2. Distribution statement 

Approved for public release; distribution is unlimited. 

3. References 

See Appendix A. 

4. Records management (recordkeeping) requirements 

The records management requirement for all record numbers, associated forms, and 
reports required by this publication are addressed in the Army Records Retention 
Schedule. Detailed information for all related record numbers is located on the 
U.S. Army Corps of Engineers (USACE) Records Management Site 
https://usace.dps.mil/sites/INTRA-CIOG6/SitePages/Records-Management.aspx. If any 
record numbers, forms, and reports are not current, addressed, and/or published 
correctly, see DA Pam 25-403 for guidance. 

5. Associated publications 

Policy and/or procedures associated with this regulation are found in ER 1110-1-8158.  

6. History/Background 

Headquarters, USACE (HQUSACE) established the Utility Monitoring and Control 
Systems Mandatory Center of Expertise (UMCS-MCX) at the Huntsville Engineering 
and Support Center (HNC) in 1979 in response to significant technical issues 
associated with many energy monitoring and control systems contracts that were either 
underway or planned at the time. Control systems are more complex than they have 
ever been, presenting a continued challenge for the field and necessitating the ongoing 
need for an MCX. 

7. Mission 

As a USACE-wide MCX, the mission of the UMCS-MCX is to provide expertise in 
delivering the highest quality UMCS projects for the Department of Defense (DoD), 
other federal agencies, and other customers in partnership with USACE commands. 

https://usace.dps.mil/sites/INTRA-CIOG6/SitePages/Records-Management.aspx
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The mission also includes, but is not limited to, building control systems (BCS), utility 
control systems (UCS), utility metering, energy management, annunciation/reporting 
systems, data transmission, systems sustainment, and integration of the various 
subsystems and components. The UMCS-MCX is tasked with supporting the 
development of design and construction technical guidance, procedures, criteria, 
specifications, and standards.  

8. Organization 

The UMCS-MCX organization reports to the HNC Director of Engineering. An 
organization chart is included in Appendix B. 

9. Roles and responsibilities 

a. Headquarters. The Chief of Engineering and Construction Directorate is 
assigned responsibility for the UMCS-MCX and will assign an HQUSACE proponent. 

b. Proponent. The HQUSACE proponent will coordinate with the Control System 
Community of Practice Leader to identify how to implement policy, specifications, and 
criteria. The proponent will confirm the UMCS-MCX has the latest policy and 
implementation requirements. 

c. Major subordinate commands. Consistent with ER 1110-1-8158, each USACE 
major subordinate command (MSC) is responsible for monitoring the activities of their 
districts and ensuring appropriate use of the UMCS-MCX for UMCS planning, 
engineering, design, and construction activities.  

d. Geographic district. All USACE geographic districts are responsible for 
engaging the UMCS-MCX as described in this ER and providing funding for execution 
of UMCS-MCX services. Consistent with ER 1110-1-8158, districts will include 
statements in their project documentation, signed by the Chief of Engineering, certifying 
that the UMCS-MCX has been appropriately used in the planning, design, and 
execution of the project.  

e. Huntsville Engineering and Support Center. The HNC will provide UMCS-MCX 
the management and technical support needed to successfully execute the mission and 
function identified in this regulation. HNC leadership will assure that staffing levels in the 
UMCS-MCX are adequate to manage all tasks assigned in this regulation. 
Organizational and administrative support such as office space, contracting, and 
computer hardware and software will be provided by HNC. Mission and functions of the 
UMCS-MCX will not be changed without the approval of the Chief of Engineering and 
Construction Directorate. 

10. Definition of Utility Monitoring and Control Systems 

UMCS is defined as the system consisting of one or more field control systems 
connected to a UMCS Front-End that controls the electrical and mechanical systems as 
well as a user interface and supervisory capability (such as the complete system 
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consisting of the UMCS Front-End with all connected BCS and UCS systems). UMCS 
defines the type of system and may be known by different names such as Energy 
Monitoring and UCS. In addition, UMCS includes: 

a. UMCS Front End – the portion of the UMCS consisting primarily of computers 
running software to provide a full-featured user interface. In addition to providing a full 
user interface, this system performs functions such as alarming, scheduling, data 
logging, electrical demand limiting, and report generation. 

b. BCS and Building Control Network (BCN) – which monitor and/or control 
systems such as building electrical and mechanical systems. These include, but are not 
limited to, heating, ventilation, and air conditioning (HVAC), lighting, and potable water. 

c. UCS and Utility Control Network (UCN) – some of which are also known as 
Supervisory Control and Data Acquisition Systems (SCADA), used for monitoring and/or 
controlling utility systems such as an electrical substation, sanitary sewer lift station, 
water pump station, etc. 

11. Mandatory and voluntary services 

a. Determination of mandatory services. The intent of mandatory services is to 
support projects where the control system is large enough to warrant them. The 
services indicated as mandatory are applicable to USACE activities involved with, but 
not limited to, any of the following: 

(1) Military Construction (MILCON) (including Unspecified Minor Military 
Construction). 

(2) Sustainment, Renovation, and Modernization (SRM) project(s) related to Task 
Critical and/or Defense Critical Assets. 

(3) SRM projects that have requirements related to UMCS and where the 
estimated design and construction cost related to UMCS is greater than $250,000. 

(4) Interagency and International Support (IIS) projects that have requirements 
related to UMCS and where the estimated design and construction cost related to 
UMCS is greater than $250,000. 

b. Mandatory services. The UMCS-MCX will provide the following mandatory 
services after a receipt of request and appropriate funding: 

(1) Review all DD Form 1391 Military Construction Project Data forms that identify 
UMCS during the DD Form 1391 review and certification process. 

(2) Participate in advanced planning and activities and design charrettes that 
involve the application of UMCS.  
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(3) Review design submittals (35%, 65%, 95%, and final). Review of design 
documents will consist of design deliverables related to the UMCS. 

(4) Review technical requirements for Architect-Engineer and construction contract 
solicitation packages to ensure appropriate inclusion of UMCS requirements. For 
design-bid-build projects, review is required for the design statement of work and the 
construction statement of work. For design-build projects, review is required for the 
design-build statement of work. MCX review will occur as part of technical preparation 
and review prior to approval/certification by the district Chief of Engineering. These 
technical requirements include, but are not limited to: 

(a) Installation of a new UMCS Front End. 

(b) Installation or modification of an existing BCS or UCS. 

(c) Integration of a new BCS or UCS to the UMCS Front End. 

(d) Installation of a dedicated Internet Protocol (IP) network infrastructure for 
UMCS. 

(e) Integration of a different BCS and/or UCS.  

(f) Integration and testing of UMCS, including BCS, UCS, and network 
performance verification testing submittals, such as procedures and results.  

(g) Review of situations that may result in adverse precedent setting actions for 
UMCS work. 

(5) Review of UMCS construction submittals requiring Government approval. 
Review of submittals will consist of deliverables related to UMCS.  

(6) Participate in UMCS pre-delivery, performance verification, and other 
acceptance tests. 

c. Optional services. The UMCS-MCX can provide the following voluntary/optional 
services after receipt of a request and appropriate funding and is subject to the 
availability of UMCS-MCX personnel resources. Comprehensive control system 
engineering and consulting services include, but are not limited to: 

(1) Technical consulting services for all aspects of UMCS. 

(2) UMCS planning, programming, and design services. 

(3) UMCS procurement and contracting services. 

(4) UMCS installation and construction support, including on-site quality verification 
activities. 

(5) UMCS monitoring, maintaining, and servicing. 
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(6) UMCS training. 

(7) Participating in the project Post Completion Evaluation (PCE). 

d. Support to Headquarters. The UMCS-MCX will provide the following support 
services after receipt of a request and appropriate funding. 

(1) Develop and update standards and criteria pertaining to UMCS and other 
specific criteria and/or specifications upon request by HQUSACE.  

(2) Provide HQUSACE with an annual UMCS-MCX operating budget and funding 
sources, including salaries, travel, equipment, and training expenses.  

(3) Develop, review, and provide subject matter expertise for policy, guidance, and 
other technical and programmatic documents in support of USACE control system 
efforts. 

(4) Provide information and reporting to HQUSACE as described in paragraph 13. 

(5) Represent HQUSACE at select conferences and technical working groups, 
focusing on UMCS. 

(6) Execute special taskings as required by HQUSACE. 

12. Task initiation and procedures 

a. All services are reimbursable. There are no specific exceptions to mandatory 
use of the UMCS-MCX. Requests for exceptions must be fully justified by the USACE 
activity and submitted to the HQUSACE proponent for approval. To obtain services from 
the UMCS-MCX: 

(1) Contact the UMCS-MCX via email (CEHNC-UMCS@usace.army.mil) and 
request the mandatory services listed in paragraph 11.b. Involve the UMCS-MCX as 
early as possible. The UMCS-MCX will provide a cost and estimated time for execution 
for the service requested along with funding directions (organization code, resource 
management point of contact, etc.). 

(2) Provide design submittals to the UMCS-MCX for review. Documentation for 
review can be provided via a secure file transfer protocol (such as DoD SAFE, ProjNet, 
or other secure data transfer applications). 

b. The UMCS-MCX will utilize USACE standard applications (such as ProjNet, 
Resident Management System) for comment review and back-check reviews for design 
and construction submittals. 

c. UMCS-MCX attendance at advance planning activities and design charrettes 
can be requested as on site or through virtual presence. For activities that have 

mailto:CEHNC-UMCS@usace.army.mil
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significant time zone differences, it is highly recommended that on-site participation 
occurs. 

13. Operating and reporting 

a. HNC will conduct stakeholder service surveys and provide those results to the 
HQUSACE UMCS-MCX proponent. HNC will support and maintain the UMCS-MCX 
with adequate training opportunities for UMCS-MCX personnel to maintain state of the 
art technical proficiency. 

b. HQUSACE, with the support of the UMCS-MCX, will confirm that information 
pertaining to the UMCS-MCX is kept current and maintained in electronic format at the 
MILCON Requirements, Standardization, and Integration (MRSI) site at 
https://mrsi.erdc.dren.mil/coe/. 

c. The UMCS-MCX will submit an annual report to the HQUSACE proponent. This 
report will capture funding information, work accomplishments, strategic initiatives, any 
lessons learned for the prior fiscal year (FY), and the next FY annual operating budget 
(including salaries, travel, equipment, and training expenses). The report will be 
submitted to the HQUSACE proponent within 90 days after the end of each FY.  

14. Recommendations for Utility Monitoring and Control Systems program 
improvement 

Comments and recommendations concerning this regulation and/or the UMCS-MCX are 
welcome and may be submitted by memorandum to ControlSystemCOPLeader@ 
usace.army.mil with a copy to the CEHNC-UMCS@usace.army.mil. 

 

https://mrsi.erdc.dren.mil/coe/
mailto:ControlSystemCOPLeader@usace.army.mil
mailto:ControlSystemCOPLeader@usace.army.mil
mailto:CEHNC-UMCS@usace.army.mil
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Appendix A 
References 

Unless otherwise indicated, Army and USACE publications are available at 
https://armypubs.army.mil/ and https://www.publications.usace.army.mil. 

Section I 

Required Publications 

DA Pam 25-403 
Army Guide to Recordkeeping 

ER 1110-1-8158 
Centers of Expertise Program 

ER 1110-1-8174 
Military Programs Control System Cybersecurity Mandatory Center of Expertise 

Section II 

Prescribed Forms 

DD Form 1391 
Military Construction Project Data 

https://armypubs.army.mil/
https://www.publications.usace.army.mil/
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Appendix B 
Utility Monitoring and Control Systems Mandatory Center of Expertise Organization Chart 

 

Figure B–1. Utility Monitoring and Control Systems Mandatory Center of Expertise organization chart 
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Glossary of Terms 

Term Definition 

BCN Building Control Network 

BCS Building Control Systems 

CEEC Headquarters, U.S. Army Corps of Engineers, Directorate of 
Engineering and Construction 

DA Pam Department of the Army Pamphlet 

DoD Department of Defense 

ER Engineer Regulation 

FY Fiscal Year 

HNC Huntsville Engineering and Support Center  

HQUSACE 

HVAC 

Headquarters, U.S. Army Corps of Engineers 

Heating, Ventilation, and Air Conditioning 

IIS Interagency and International Support  

IP Internet Protocol 

MCX Mandatory Center of Expertise 

MILCON Military Construction 

MRSI MILCON Requirements, Standardization, and Integration 

MSC Major Subordinate Command 

PCE Post Completion Evaluation 

SCADA Supervisory Control and Data Acquisition Systems  

SRM Sustainment, Renovation, and Modernization 

U.S. United States 

UCN Utility Control Network 

UCS Utility Control Systems 

UMCS Utility Monitoring and Control Systems 

UMCS-MCX Utility Monitoring and Control Systems Mandatory Center of Expertise  

USACE U.S. Army Corps of Engineers 
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